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I. A. Introduction
Artificial Intelligence is beginning to take over the technology we use every day. Humans have seen the use of artificial intelligence and how it works through means of movies, video games, and tv shows. Let’s first ask ourselves the question, what do we think we use everyday that has artificial intelligence inside of it? As a cybersecurity major, it is my job to deal with artificial intelligence (AI) almost every day as it is a major part of the field. Cybersecurity specialists develop and secure new versions of artificial intelligence such as Amazon Alexa, Google Home, and Siri. However, how is AI beginning to become more intelligent in technology developed today and interact with what people view and see? In this research paper, I will explain how AI is becoming more and more problematic and concerning in the viewpoint of an average everyday person. As we move along in the paper, I will provide the you with key points in the research topic at hand: AI inside of Amazon Alexa, Siri, and Google Home, AI listening on conversations, a troubling personal experience with AI, AI currently taking over our every day jobs, and Amazon Alexa becoming increasingly smarter day to day. AI has plenty of good things coming along with the negatives, however this paper will open insight on the negatives in which can be extremely concerning. Thus, from now on, we will have to be careful with what we say as this technology develops day to day. 
B. Overview/Background
[image: ]AI is just at it’s beginning in becoming a strong technologically advanced system which will have a large effect on people’s lives. According to MIT, “…elite researchers in artificial intelligence predicted that “human level machine intelligence”, or HLMI, has a 50 percent chance of occurring within 45 years and a 10 percent chance of occurring within 9 years.” (Carolyn Blais, When will AI be smart enough to outsmart people? MIT). Will AI also help us solve common problems we have in our world today? We sure hope it does! However, the research topic I would like to focus on is how AI is currently effecting our personal lives, whether we like it or not. Carolyn Blais continues to say “…anyone who has had a conversation with Siri or Cortana… might argue that HLMI is already here.” (Carolyn Blais, When will AI be smart enough to outsmart people? MIT). 


II. [image: ]Virtual Assistant’s…
Virtual Assistance is commonly seen through technology such as Amazon Alexa, Google, Home, and Siri. AI has been seen to start it’s development through the use of these virtual assistant’s and the people around the world love them. Personally, I have an Alexa in my home, and I also use Siri almost everyday to tell me the weather, or call my friend, or text my family member. AI is setup inside these virtual assistant’s by allowing them to keep track of where you live and determining what the weather is or time is by using the internet and what Amazon allows them to access over technology. Thus, we see firsthand the use of AI by allowing these devices to be held and live alongside us within our homes. 
Virtual Assistant’s are great for simple things that help us get going in the morning and throughout the day. Simple things such as setting an alarm, setting a meeting on the calendar, setting reminders, and turning off the lights for us have posed great and simple tasks for those devices. However, when putting too much trust in these virtual assistant’s, our personal information can be leaked. Thus, bringing me to my next topic at hand.
III. Be careful what you say…
Many people around the world buy and use virtual assistant’s such as Alexa, Google Home, and Siri without realizing that there is a possibility that they have the ability to listen to our conversations. As the NY Times states, “Alexa speaker… is an always-on listening device… Alexa is studying you… Alexa collects information…” (Grant Clauser, Aug 8th, 2019, Amazon’s Alexa Never Stops Listening to You. Should You Worry?,). Whether you like it or not, Alexa is constantly on the lookout of what you say. Sometimes, Alexa randomly speaks to you, asking you if you would like to know the weather, or if you would like to listen to music. 
With each entry that a person says to these virtual assistant’s, information is gathered, and stored inside its memory. This is where AI becomes stronger and stronger, for example, because instead of humans proceeding to due the work looking up the news or checking the temperature, the AI inside of the virtual assistant begins to list it for the user in an instant without having to ask twice. Without batting an eye, we continue to live alongside this technology, moving on every day from place to place as Siri and Alexa continue to listen to us. Why wouldn’t we? At the surface, these devices are great!
IV. Will our jobs be taken over?
With the constant development of AI, everyday jobs will begin to become overrun by robots controlled by this AI. Firstly, AI will start with jobs that have to assist users that need help with any task. Think of a help desk job, AI will be able to replace the technician that can assist the user by simply having the knowledge of how to fix an issue and simply repeating the solution to anyone who needs it. Next, telemarketing has already seen an increase in the use of AI as phone calls rapidly come in every single day telling you about your car’s extended warranty expiring or that you have just won a trip to the Bahamas. Finally, receptionists that are supposed to help anyone who walks into a business or someone who is on the phone needing help will be replaced by AI. People calling the business will instead be hearing more often the same robotic voice telling you to Press 1 for this option and 2 for another option. 
We can see today that AI has already taken over most of these jobs successfully, as more and more business are moving on to these systems and laying off more people, saving money in the long run. While working for an IT Consulting company, our job was to assist people with problems they were having in a variety of ways. When attempting to get in touch with the employees, we would commonly have to press our numbers through different lines in which we wanted to talk to. This is a prime example of AI as a virtual assistant, or commonly referred to by humans today as the “robot on the other line”, taking the job of a receptionist who would direct you to who you would want to talk to. 
[image: Future Siri could whisper or shout, according to a new patent - 9to5Mac]V. Personal Experience…
Siri is one of the virtual assistant’s that I use every day. I have had a very overwhelming experience that made me begin to become concerned about AI and using this technology at this stage in my life. The experience I had began when I was with my friend in the car driving to grab something to eat. I was on my phone, on Snapchat specifically, and after viewing one of your friends stories, an advertisement usually tends to appear. We were discussing running, and how I had just bought a new pair of New Balance Running shoes from the New Balance store in Hilltop. As soon as I stated that, a New Balance advertisement appeared right in front of me on my iPhone screen on snapchat. I began to freak out, and showed my friend instantly what had just happened, thinking how even my cell phone is listening to what I have to say when I do not want it to. 
Thinking about what had just occurred, I began to become increasingly interested in what is around me and making sure that what I say around my virtual assistant’s is not confidential and private because of how they are always listening. We tend to put a lot of trust in our personal cell phones today. People believe that since we have a code to get in our phone or knowing that only our voice can ask Siri something will be enough to stop the leaking of personal information. When diving deeper into these devices, we can see how information is stored and saved to make life “easier” when searching or finding things. 
Vi. It’s becoming smarter and smarter…
[image: ]As technology begins to develop, AI continues to get smarter. Alexa is just beginning to unlock it’s true potential in the virtual assistant field as it is still in it’s early stage of life. Larry Dignan begins to say that “…Amazon’s Echo devices are using the company’s AZ1 Neural Edge processor with 20x less power, doubling the speech processing, and 85% lower memory usage.” (Larry Dignan, September 24th, 2020, Amazon's Alexa Gets a New Brain on Echo, Becomes Smarter via AI and Aims for Ambience) Speed is only one component of AI, and frustration will occur between people and AI if the speed and response of the AI is slow. Not only does speed play a factor in this case, but Alexa also has more time to note errors and interact better with humans. The capabilities with Alexa increases after every update with Alexa as it becomes better suited with it’s compatibility with AI. 
Alexa, along with other virtual assistants, can be able to download different skills and apps through the amazon app with your permission. This allows Alexa to do different things such as being able to sing you a lullaby when going to sleep, turn off all the lights in your house at a certain time, and even help you out during a power outage. With the new “Amazon Sidewalk” ability, when your power goes out, the Ring camera will be able to notify your neighbors and of the situation, and send power via the internet to your house. “It’s also creating a fair amount of consternation about privacy and security – and for internet providers in particular, resentment that Amazon is giving away their internet service for free.: (Jon Chase, June 7th, 2021, Amazon Sidewalk will Share Your Internet With Strangers. It’s Not As Scary As It Sounds.) Ultimately, AI would be able to access this information as it is stored in the memory and able to come out at [image: This Is Why You Need to Opt-Out of Amazon Sidewalk and Save Yourself From a  Privacy Nightmare - TheDigitalHacker]any given time. 


Vii. Conclusion
Ultimately, AI can be seen as a good thing and also a bad thing after looking at its pros and cons. After experiencing firsthand how creepy it is by listening to what I am saying to my friend in a casual scenario, I am believing to think that AI will be more a of security warning to people as people begin to talk more about politics and illegal things. If AI can ultimately be used in a good way and fix what it hears, then AI has a bright future. So, how is AI becoming more developed in the technology we use today? How is AI learning about our personal information we say to it every day? How is AI effecting our every day lives? Things such as our jobs are being taken over, virtual assistants listening on our conversations, and Alexa becoming smarter by the day are reasons of how our lives are being effected by this AI. Finally, with the good comes the bad, and when looking deeper into what AI can do, the bad currently is outweighing the good.
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